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Final PRincipal Communicator of 2020–21
This issue of PRincipal Communicator is the last edition for the 2020–21 school year. We
are focusing now on NSPRA 2021 National Seminar next month. We will send NSPRA
member messages throughout the summer as needed, and of course, don’t forget to
connect with your fellow members on NSPRA Connect as you plan for the upcoming
school year. Thank you for all that you do for your schools, your students and your staff.

  

 

 

 

Leading Off
Destination Equity

By Yolanda Stephen, APR, director of public relations, Troup County
School System, LaGrange, Ga.; NSPRA vice president for diversity
engagement

 
School leaders today play a major role in taking staff and families on the
journey of diversity, equity and inclusion (DEI) work. Whether it’s your
maiden voyage or your passport is full of DEI work, there’s always some

new destination you can travel to and a new way of seeing things.
 

Discover eight tips on how to engage in this work as your school’s top leader.
  

 

 

Crisis Communications
Mitigate Cybersecurity Threats in Your School

https://www.nspra.org/sites/default/files/newsletter/principal_communicator/principal-communicator-2021-06.html
https://connect.nspra.org/home
https://www.nspra.org/principal-communicator/2021-06/leading-off
https://www.nspra.org/principal-communicator/2021-06/leading-off
https://www.cisa.gov/stopthinkconnect


2/22/22, 11:33 AM PRincipal Communicator - June 2021

https://www.nspra.org/sites/default/files/newsletter/principal_communicator/principal-communicator-2021-06.html 2/7

 

The STOP.THINK.CONNECT.™ Campaign is a national campaign aimed at
increasing the understanding of cyber threats and empowering the public to
be safer and more secure online.

 
The Cybersecurity and Infrastructure Security Agency (CISA) has developed
reference materials for school administrators on how to respond to
ransomware attacks in their schools, including tip sheets on how to be cyber

secure at work, on phishing attacks and on types of malware.
 

Top tips from CISA for school administrators include: 
 

USE a virtual private network (VPN). A VPN creates a private pipeline between
computers and online services. The data traveling through this pipeline is encrypted, so all
online activities are secure from cybercriminals, keeping students and their information safe.

  
USE multi-factor authentication (MFA). MFA requires more than one form of ID to log
into a website. For example, in addition to a password, use a security question or a
texted/emailed code to verify your identity when logging in.

  
DON’T open unknown email attachments. Just as parents and guardians teach their
children not to answer the door when a stranger knocks, they also shouldn’t open strange
email attachments. These can contain ransomware and other kinds of malicious software.
Unless a trusted person or source confirms that they are sending an attachment, students
shouldn’t open it.

  
DON’T open links from untrusted or unknown sources. As with attachments, make it
clear to students that if there is a link in an email, text or other message from an unknown
source, they shouldn’t open it. Simple rule of thumb: If it doesn’t look legitimate, it probably
isn’t.

  

 

 

Going Social
Decentralizing Social Media: A Strategic Approach to Sharing
Your District Information

Managing your school’s social media doesn’t need to be done only by one
person. Principals can utilize a team approach for their school’s social media
by training and empowering school employees who are frequent users and
savvy with social media. This is a leadership opportunity for teachers and
other staff.

 
Team members should be good writers and have a working knowledge of

their school’s events and activities. They also should have a good rapport with students, teachers
and staff in the school.

 

https://www.cisa.gov/stopthinkconnect
https://www.cisa.gov/ransomware-reference-materials-parents-teachers-and-school-administrators
https://www.cisa.gov/sites/default/files/publications/NCSAM_WorkSecure_2020.pdf
https://www.cisa.gov/sites/default/files/publications/NCSAM_Phishing_2020.pdf
https://www.cisa.gov/sites/default/files/publications/Malware_1.pdf
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During a training, principals need to clarify what is and isn’t shareable with the public (e.g., the
health of students and employees, student discipline cases). Since videos and photos are shared on
social media, it’s vital to go over copyright and privacy laws. If you have an opt-in policy, emphasize
that there needs to be consent from parents before faces of students are shown in photos online.

 
Other social media topics to discuss with your school team include: 
 

How and when to deal with negative comments: Is there a legitimate question or concern or
just trolling? It’s alright to defer to the principal or the school or district’s public relations
professional in these cases.

  
Don’t delete comments. As an alternative, there are ways of hiding comments on Facebook,
Instagram and Twitter where the poster can still see his or her comment, but it’s not as visible
to the general public.

  
Make sure everyone knows both the school’s policy and the district’s policy on social media,
and what they can and cannot do when representing your school.

  
Set minimum requirements such as a certain number of posts per week and which social
media channels to use (e.g., Twitter, Facebook, Instagram).

  

Sources: NSPRA’s Gold Mine — Communication Toolkits
  

 

 

Customer Service
Reinforce School Safety

As a challenging school year winds down, there are a number of steps that
principals can take or plan now to reinforce the fact that schools are safe
environments and to increase student and adult comfort levels next fall.
Follow these tips from the National Association of School Psychologists as
you wrap up 2020–21 and begin preparing for the next school year.

 
Over the summer: 

 
Review communication systems within the school with community responders. Know the
district’s plan and how your school fits in that plan. This should also address how and where
parents will be informed in the event of an emergency.

  
All staff members participate in annual training and simulation drills, including intruder
alerts, weather and fire emergencies.

  
Teachers and other staff know how to respond to students’ questions and support them
following a crisis In addition threat assessment and risk assessment procedures are in

https://www.facebook.com/help/297845860255949
https://help.instagram.com/700284123459336
https://help.twitter.com/en/using-twitter/mentions-and-replies
https://www.nspra.org/gold-mine?utm_source=civicrm&utm_medium=prcomm&utm_campaign=gold-mine-21-june&utm_content=text-link
https://www.nasponline.org/resources-and-publications/resources-and-podcasts/school-climate-safety-and-crisis/school-violence-resources/school-violence-prevention/responding-to-school-violence-tips-for-administrators
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following a crisis. In addition, threat assessment and risk-assessment procedures are in
place for teams.

  
Provide crisis training and professional development for staff based upon needs
assessment.

  
At the start of next school year: 
 

Be a visible, welcoming presence at school, greeting students and parents and visiting
classrooms.

  
Issue statements about efforts to maintain safe and caring schools through clear behavioral
expectations, positive behavior interventions and supports, and crisis planning and
preparedness.

  
Encourage students to take responsibility for their part in maintaining safe school
environments, including student participation in safety planning. They, better than adults,
know the hidden or less trafficked areas of the school that are more likely to be dangerous.

  

Source: National Association of School Psychologists
  

 

 

 Don’t Miss the NSPRA 2021 National Seminar
 

At the NSPRA 2021 National Seminar on July 11–14, expand your communication leadership skills during
60+ Skill Sessions, Action Labs, Special Sessions, Corporate Showcases, Gold Mine Roundtables and live
streamed General Sessions with featured keynote speakers. Virtual and in-person registration options are
available.

 
Learn more and secure your spot at the 2021 National Seminar.

  

 

 

Good Stuff
 

https://www.nasponline.org/resources-and-publications/resources-and-podcasts/school-climate-safety-and-crisis/school-violence-resources/school-violence-prevention/responding-to-school-violence-tips-for-administrators
https://www.nspra.org/national-seminar?utm_source=civicrm&utm_medium=prcomm&utm_campaign=seminar-2021&utm_content=link-main
https://www.nspra.org/national-seminar?utm_source=civicrm&utm_medium=prcomm&utm_campaign=seminar-2021&utm_content=link-main
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High school Principal Marcus Gause surprised graduating seniors earlier this month with his rendition of
Whitney Houston’s “I Will Always Love You.” This touching moment was shared on social media by a school
board member and gained national traction. Grause stated that “one of the things that the pandemic has
really taught us is that we need more love. The students know that we love and care for them.” Thank you
to Nora Carr, Ed.D., APR, chief of staff of Guilford County Schools, North Carolina, for sharing this video.
 

 

 

 

PR Tips
 

Messages to Students’ Families
To maximize the impact your communications have with students’ families:

• Discuss topics of immediate interest. Principals shouldn’t assume they know what these topics
should be. Ask families a few times a year via surveys and/or focus groups to learn what families want
from these communications to them.

  
• Make sure messages are well written. Messages with lots of jargon and rambling sentences will not

hold a reader’s attention.
  

• Keep items short and to the point. Use graphics to complement the messages and illustrate central
points.

  
• Strive to have something for everyone. Send messages on a variety of formats, including social

media channels, email and printed collateral such as flyers. Try to send items that will appeal to single
parents, two-parent households, minority parents, older parents and parents with several students in the
school and/or district.

  

Source: NSPRA’s Making/Marketing Your School the School of Choice
  

 

 

Good Stuff
 

We Will Not Be Silent
A story of empowerment, education and inspiration, the documentary “We Will Not Be Silent” follows the
four-month journey of eight scholars and the mentors who guide them as they prepare for their moving

https://www.foxnews.com/lifestyle/north-carolina-high-school-principal-surprises-graduates-with-moving-version-of-i-will-always-love-you
https://www.nspra.org/store/making-marketing-your-school-school-choice-2nd-edition?utm_source=civicrm&utm_medium=prcomm&utm_campaign=market-20-may
https://lps.org/notbesilent/
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performance at the Martin Luther King, Jr. Youth Rally and March in January 2021. These students are from
an elementary school in Lincoln (Neb.) Public Schools.

 
The hour-long documentary, produced by the Lincoln Public Schools Library Services Team, was publicly
released earlier this year and shared by Mindy Burbach, the district’s communications director. (View on
YouTube).

 
These fifth-grade scholars are part of the Belmont TRACKS Scholar Empowerment Program, a leadership
development program that utilizes a strength-based approach to foster their identity, self-advocacy skills
and personal vision. 
 

 

 

 

Days to Celebrate
 

 Keep track of important dates, holidays, accomplishments and historical events with NSPRA’s Resources for
Planning the School Calendar 2021–2022.

  

• June 1–30:
 LGBTQ+ Pride Month

 Learning about the history of Pride Month. 
 

• June 1–30:
 National Caribbean American Heritage Month

 Learn more about the culture and heritage of the Caribbean American people on the National Archives
website.

  
• June 19:

 Juneteenth
 Learn about the history of this commmemorative event.

  
• June 20:

 Father’s Day
  

• June 21:
 First Day of Summer

  
• July 1:

 Canada Day
  

• July 4:
 U.S. Independence Day

  
• July 11–14:

NSPRA 2021 National Seminar in New Orleans, La.
  

• July 26:

 

https://lps.org/notbesilent/
https://www.youtube.com/watch?v=WvkSRZQSO9w&t=78s
https://www.nspra.org/resources-planning-school-calendar-2021-2022?utm_source=civicrm&utm_medium=prcomm&utm_campaign=calendar-20-june
https://www.loc.gov/lgbt-pride-month/about/
https://www.archives.gov/news/topics/caribbean-american-heritage
https://juneteenth.com/
https://www.nspra.org/national-seminar?utm_source=civicrm&utm_medium=prcomm&utm_campaign=seminar-2021&utm_content=link-main
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31st Anniversary of the Signing of the American with Disabilities Act (ADA)
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